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Sensor NettingSensor Netting
Composite Tracking ConceptComposite Tracking Concept
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Coherent, Highly Accurate Track Picture
Held by all Units in a Common, Shared Data Base

Coherent, Highly Accurate Track Picture
Held by all Units in a Common, Shared Data Base

CEC Nets Sensors, Exchanges Sensor Measurements Between
all Netted Sensors, and Fuses Data to Create a Composite Track
CEC Nets Sensors, Exchanges Sensor Measurements Between
all Netted Sensors, and Fuses Data to Create a Composite Track
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Cooperative Engagement CapabilityCooperative Engagement Capability
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System DesignSystem Design
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Why Adaptive Layers?Why Adaptive Layers?

•• To control false detection rate when many sensorsTo control false detection rate when many sensors
combined (25 sensors in OPEVAL)combined (25 sensors in OPEVAL)

•• To associate sensor data to composite trackTo associate sensor data to composite track

•• To accommodate many different interface standardsTo accommodate many different interface standards

•• To put the data in a common formatTo put the data in a common format
–– Adaptive Layer permits CEC to interface with dissimilar systems whileAdaptive Layer permits CEC to interface with dissimilar systems while

maintaining a common set of code (Kernel Functions)maintaining a common set of code (Kernel Functions)

•• To limit cost of modifying existing systemsTo limit cost of modifying existing systems
–– Accommodates sensor-specific and command/weapon-specificAccommodates sensor-specific and command/weapon-specific

characteristics and performancecharacteristics and performance
•• false alarm and false track ratefalse alarm and false track rate

•• available types of informationavailable types of information

•• track reporting ratestrack reporting rates

•• system time referencesystem time reference
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Adaptive Layers Regulate FalseAdaptive Layers Regulate False
Data Rate into the Network EnsuringData Rate into the Network Ensuring

an Uncluttered Picturean Uncluttered Picture

Some Unit’sSome Unit’s
Operators SetupOperators Setup
Sensors for LowSensors for Low
False Alarm RateFalse Alarm Rate

Some Unit’sSome Unit’s
Operators SetupOperators Setup
Sensors forSensors for
Medium FalseMedium False
Alarm RateAlarm Rate

Some Unit’sSome Unit’s
Operators SetupOperators Setup
Sensors for HighSensors for High
False Alarm RateFalse Alarm Rate

Netted with Adaptive LayersNetted with Adaptive Layers
(Acceptable False Alarm Rate(Acceptable False Alarm Rate
with 25 Sensors in OPEVAL)with 25 Sensors in OPEVAL)

Netted without Adaptive LayersNetted without Adaptive Layers
(25 Sensors Means 25 Times the(25 Sensors Means 25 Times the

False Alarm Rate)False Alarm Rate)

Tracking Data on Air TargetTracking Data on Air Target
Extraneous/False TrackExtraneous/False Track
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False Alarm Control Example
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Evolution of CEP Core andEvolution of CEP Core and
Adaptive LayerAdaptive Layer

•• During the Development Stages of CEC, theDuring the Development Stages of CEC, the
requirements and design of the Adaptive Layer wererequirements and design of the Adaptive Layer were
developed individually for each sensordeveloped individually for each sensor
–– Required modifications to core functionsRequired modifications to core functions

•• Process evolution includesProcess evolution includes
–– Sensor invariant Core FunctionsSensor invariant Core Functions
–– Common Integration standards for SensorsCommon Integration standards for Sensors

•• Message Definition standards for Sensor/CEP InterfaceMessage Definition standards for Sensor/CEP Interface
•• Adaptive Layer Functional and Performance RequirementsAdaptive Layer Functional and Performance Requirements

–– Re-allocation of Adaptive Layer and Core functionsRe-allocation of Adaptive Layer and Core functions
•• Reduction of Adaptive Layer functionalityReduction of Adaptive Layer functionality

–– Information PackageInformation Package
•• CEC Sensor Integration BackgroundCEC Sensor Integration Background
•• CEC InformationCEC Information
•• Sensor Information RequestSensor Information Request
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CEP Sensor InvarianceCEP Sensor Invariance

CEP Kernel processing isCEP Kernel processing is
sensor invariant:sensor invariant:
Does not require change asDoes not require change as
new sensors addednew sensors added

Time sequence:Time sequence:
•• Registration message sent for each sensorRegistration message sent for each sensor

at startup/network changeat startup/network change

•• CEP Kernel keeps a record of registrationCEP Kernel keeps a record of registration
messages from all sensors in networkmessages from all sensors in network

•• As As targets detected, CEP Kernel uses
sensor messages to interpret sensor data

Sensor Invariant ProcessingSensor Invariant Processing

Sensor RegistrationSensor Registration
MessageMessage

Sensor Data    3Sensor Data    3

All Sensor RegistrationAll Sensor Registration
MessagesMessages

CEP KernelCEP Kernel

11 22

Sensor characteristics:Sensor characteristics:

•• AccuraciesAccuracies
•• Update ratesUpdate rates

•• DimensionalityDimensionality
(e.g. 3D/2D etc.(e.g. 3D/2D etc.
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Demonstrated Sensor Invariance UsageDemonstrated Sensor Invariance Usage



0200648A_UK.PPT-0200648A_UK.PPT-1111

Standard Message DefinitionStandard Message Definition
Ease IDD DevelopmentEase IDD Development

Standard MessageStandard Message
Definition DocumentsDefinition Documents
for Classes of Sensorsfor Classes of Sensors

InterfaceInterface
Definition DocumentsDefinition Documents

SimilarSimilar

Unique SignalUnique Signal
CharacteristicsCharacteristics

 IDD Sensor 1

 IDD Sensor 2

 IDD Sensor 3

 EW Sensor

A Lot of
Commonality

Some
Commonality
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Standard Functional RequirementsStandard Functional Requirements

–– False Detection ControlFalse Detection Control
•• DisclosureDisclosure
•• Mean Time Between False Track (MTBFT)Mean Time Between False Track (MTBFT)

–– Measurement to Track AssociationMeasurement to Track Association
•• Provide measurements associated to compositeProvide measurements associated to composite

tracktrack
•• Support track continuity on maneuvering targetSupport track continuity on maneuvering target
•• Report each measurement as being associated toReport each measurement as being associated to

a single composite tracka single composite track
•• Probability of false associationProbability of false association
•• Acceptance of composite track database on eventAcceptance of composite track database on event

driven basisdriven basis
•• Maintain separate tracks on targets when sensorMaintain separate tracks on targets when sensor

is resolvingis resolving

–– Sensor Invariant FormattingSensor Invariant Formatting
•• Sensor’s reference frameSensor’s reference frame
•• Provide IFF mode or other sensor derivedProvide IFF mode or other sensor derived

attributesattributes
•• Provide measurement accuracyProvide measurement accuracy

– Support Functions
• Time Synchronization
• Test Points for test target

injection
• Time Tag
• Support Cueing
• Support Requests for Tracking

Support
– Gridlock, track continuity,

engagement

• Composite IFF support
– Interrogation sectors, mode 4

interrogation policy, demand
interrogations
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Example of MTBFT Control Concept:Example of MTBFT Control Concept:
SSDS Control of False Tracks/SSDS Control of False Tracks/

False Self-Defense ActionsFalse Self-Defense Actions
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Rotating Sensor False Track DisclosureRotating Sensor False Track Disclosure
Single Sensor and Netted Sensor EnvironmentsSingle Sensor and Netted Sensor Environments

Display
(Minutes)

Doctrine
(Hours/Days)

Engagement
(Months/Years)

Mean Time Between False Tracks (MTBFT) in MinutesMean Time Between False Tracks (MTBFT) in Minutes

One Sensor Ten Sensors
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Measurement AssociationMeasurement Association

•• Measurement to Track (composite or local) is a keyMeasurement to Track (composite or local) is a key
performance driver for sensor nettingperformance driver for sensor netting
–– Misassociations can cause noisy composite  tracks, dualMisassociations can cause noisy composite  tracks, dual

composite tracks, false composite trackscomposite tracks, false composite tracks
–– Missed associations can cause loss of composite track orMissed associations can cause loss of composite track or

composite track discontinuitiescomposite track discontinuities
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Measurement AssociationMeasurement Association
  ExampleExample

Example ofExample of
Association to Local TrackAssociation to Local Track

Example ofExample of
Association to Composite TrackAssociation to Composite Track
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Association to Local vs. CompositeAssociation to Local vs. Composite

ExpectedExpected
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PerformancePerformance
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False Detection
Control

Physical 
Adaptation

Sensor Invariant
Formatting

Measurement 
Association

False Detection
Control

Physical 
Adaptation

Sensor Invariant
Formatting

Measurement 
Association

Sensor 2

Sensor 3

Measurement Association –Measurement Association –
Core Function?Core Function?

 Sensor Adaptive  Sensor Adaptive 
LayersLayers

CommonCommon
Core Core 

FunctionsFunctions

Gridlock

Update

Track
Management

•
•
•

Smaller AdaptiveSmaller Adaptive
LayersLayers

CommonCommon
Core Core 

FunctionsFunctions

False Detection
Control

Physical 
Adaptation

Sensor Invariant
Formatting

Measurement 
Association

Sensor 1

False Detection
Control

Physical 
Adaptation

Sensor Invariant
Formatting

False Detection
Control

Physical 
Adaptation

Sensor Invariant
Formatting
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Sensor 1

Gridlock

Update

Track
Management

•
•
•

Measurement 
Association



0200648A_UK.PPT-0200648A_UK.PPT-1919

New Process forNew Process for
Adaptive Layer DevelopmentAdaptive Layer Development

Program
Office

CEC
Design Agent

Sensor
Design Agent

Discussions –Discussions –
InformationInformation
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Adaptive
Layer
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Command and Control SystemCommand and Control System
Adaptive LayersAdaptive Layers

••

•
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AEGISAEGIS

SSDSSSDS

E2CE2C

Local C2

Local C2

Composite

Composite

Single
Composite

Track to TrackTrack to Track
CorrelationCorrelation

Contact IndexContact Index
CorrelationCorrelation

The Challenge:The Challenge:


